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Some complex system...

The solar system: Geocentric Model — 1400 AD

Credit: http://en.wikipedia.org/wiki/Deferent_and_epicycle
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..can made simple, by changing perspective.

The solar system — today

Credit: http://history.nasa.gov/SP-4212/p427.html
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More Context:

Our system: linear garbling

New perspective: linear garbling seen as linear secret sharing
simple properties = simulation-based security

Why? simpler model = more advanced schemes
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What is garbling? [BHR12]
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What is garbling? [BHR12]

IN
Security:

{(/6C ,Enc,Dec) - an(1*, C), IN « Enc(x): ((GC, IN,Dec)} =~ {SI* C,Cx)},
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What is garbling? [BHR12]

Security:

{(/6C ,Enc,Dec) - an(1*, C), IN « Enc(x): ((GC, IN,Dec)} =~ {SI* C,Cx)},

Focus on: boolean circuits, communication complexity (size of GC)
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Can we do better?

X\ bits
Scheme XOR AND
Yao [Yao82] 4 4
GRR2 [PSSW09] 2 2
Free-XOR + GRR3 [KS08, NPS99] 0 3
FleXOR [KMR14] 2/1/0 2
Half-gates [ZRE15] 0 2

Table : Per-gate communication complexity.
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Can we do better?

X\ bits
Scheme XOR AND
Yao [Yao82] 4 4
GRR2 [PSSW09] 2 2
Free-XOR + GRR3 [KS08, NPS99] 0 3
FleXOR [KMR14] 2/1/0 2
Half-gates [ZRE15] 0 2
[ZRE15]: any linear, gate-by-gate scheme >2

Table : Per-gate communication complexity.
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How can we circumvent the lowerbound?

@ linear, not gate-by-gate

@ not linear, gate-by-gate
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How can we circumvent the lowerbound?

@ linear, not gate-by-gate < this talk

@ not linear, gate-by-gate
Approaching “not gate-by-gate” garbling:

@ slice circuit in small “units”

@ garble unit-by-unit
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How can we circumvent the lowerbound?

@ linear, not gate-by-gate < this talk
@ not linear, gate-by-gate

Approaching “not gate-by-gate” garbling:
@ slice circuit in small “units”

@ garble unit-by-unit

Note: if units are gates = our scheme = half-gates

Large units = hard proofs = need for easier framework
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Linear garbling [ZRE15]

Intuition: garbler and evaluator: RO calls and linear functions only
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Linear garbling [ZRE15]

Intuition: garbler and evaluator: RO calls and linear functions only

N
IN e
G
M Sl B 3
1 GC
GC
Q
1
.
IN
IN
—| 6C |= G S|—|E G 3|=
GC
Q
o = = E E
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Linear garbling [ZRE15]

Intuition: garbler and evaluator: RO calls and linear functions only

N
IN e
G
M Sl = F 3
1 GC
GC
Q
1 $
.
IN
IN
—| GC |= G S|— |E G S|=l¢c.
GC
Q

Possible interpretation:
@ F: secret sharing scheme for both Cp, C;

@ G: rows corresponding to shares given to evaluator
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Yao Garbling — GB (M matrix)

Ao, A1
G, G
By, By
Go,o = H(Aol|Bo) @ Co = Encag,,(Co)
Go,1 = H(Aol|B1) @ Co = Encay, s, (Co)
Gl,() = H(A1||Bo) ®C = EnCAl,BO(CO)
Gi11 = H(A1]|B1) @ Gt = Ency, B, (C1)
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Yao Garbling — GB (M matrix)

Ao, A1
G, G
By, By
Go,0 = H(Aol|Bo) ® Co = Encag,5,(Co)
Go,1 = H(Aol|B1) @ Co = Encay, s, (Co)
Gl,O = H(A1||Bo) ®C = EnCAl,BO(CO)
Gi11 = H(A1]|B1) @ Gt = Ency, B, (C1)

Ao 100 0 0 00 0 0O Ao

A 01 00 000 OO0 O A

Bo 001 00 0O0OTUO0OTU 0O Bo

By 0 001 0 O0O0TUO0TU 0O B

Go | oo 0o 0o 10 00 00 Go

G | o oo 0010000 G
Go,0 0 00010 1000 H(Aol|Bo)
Go,1 00001 0O0 10 O H(Ao||B1)
G0 0 00010 O0UO0T1 0 H(A1||Bo)
Gi1 0000 01 0 00 1 H(A1||B1)
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Yao Garbling — EN & EV (F, G, E matrices)

Ay, A
0. A1 e
By, By
Ao 1.0 00 0 0 0 0 0 O
A 01 000 0 O0O0O0 O
Bo 0 01 00 0 OO0 O O Ao
B 0001 0O0O0TUO0TO 0O Ay
Go 000 010 O0O0 D0 O By
G 000 00100 0 O B
Go.o | oo 0o 01010 00 Go
Go,1 “|l oo o0 o0 100100 G
Gi,0 000 01000 1 0 H(Aol|Bo)
Gi1 0 00 00 1 000 1 H(Aol|B1)
H(Ao||Bo) 000 0 O0OT1O0O0 O H(A1]|Bo)
H(Aol||B1) 00000 O0OO0T1O0 O H(A1||B1)
H(A1||Bo) 0000 0O0TUO0OTU 010
H(A1||B1) 000 0 O0O0OTU OTU OO0 1
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Yao Garbling — EN & EV (F, G, E matrices)

Ag, A
0, A1 e
By, By
Ao 1 0 00 00 0 0 0 O
A 01 000 0 O0O0O0 O
Bo 0 01 00 0 OO0 0 O Ao
B 0001 0O0O0TO0TO 0O Ay
Go 0 00010 O0O0 D0 O By
G 0000 01000 O B
Go.o | oo 0o 01010 00 Go
Go,1 “|l oo o0 o0 100100 G
Gi,0 000 01000 1 0 H(Aol|Bo)
Gi1 0 00 00 1 000 1 H(Aol|B1)
H(Ao||Bo) 000 0 O0OT1O0O0 O H(A1]|Bo)
H(Aol||B1) 00000 O0OO0T1O0 O H(A1||B1)
H(A1||Bo) 0000 0O0TUO0OTU 010
H(A1||B1) 000 0 O0O0OTU OTU OO0 1
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Yao Garbling — EN & EV (F, G, E matrices)

Ag, A
0, A1 e
By, By
H(Ao||B1)
Ao 1 0 00 00 0 0 0 O
A 01 000 0 O0O0O0 O
Bo 0 01 00 0 OO0 0 O Ao
B 0001 0O0O0TO0TO 0O Ay
Go 0 00010 O0O0 D0 O By
G 0000 01000 O B
Go.o | oo 0o 01010 00 Go
Go,1 ] o0 000100 1 0 O G
Gi,0 000 01000 1 0 H(Aol|Bo)
Gi1 0 00 00 1 000 1 H(Aol|B1)
H(Ao||Bo) 000 00O T1O0 D0 O H(A1]|Bo)
H(Ao||B1) 0 0000 OO0 T1O0 0 H(A1||B1)
H(A1|Bo) 0000 0O0OTUOT O 10
H(A1||B1) 000 0 O0O0OTU OTU OO0 1
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Yao Garbling — EN & EV (F, G, E matrices)

Ao, A1

G, C
Bo, Bi 0, C1

Co| + H(Ao”Bl) D GO,l

Ao 1 0 00 00 0 0 0 O
A 01 000 0 O0O0O0 O
Bo 0 01 00 0 OO0 0 O Ao
B 0 001 0O0O0TUO0O0 O Ay
Go 0 0001 0O0UO0TU 0O Bo
G 0 00 00100 0 O B
Go.o | oo 0o 01010 00 Go
Go,1 |l oo o0 o0 100100 G
Gi,0 000 01000 1 0 H(Aol|Bo)
Gi1 0 00 00 1 000 1 H(Aol|B1)
H(Ao||Bo) 000 00O T1O0 D0 O H(A1]|Bo)
H(Ao||B1) 0 0000 OO0 T1O0 0 H(A1||B1)
H(A1|Bo) 0000 0O0OTUOT O 10
H(A1||B1) 000 0 O0O0OTU OTU OO0 1
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In general:

A, Az
wwalpl - =

Gap| < H(AalIBb) @ Gap

A, 2 4 00 0 0 0 0O 0 O© Ao
By 0 0B b O 0 0 0 0 O g(l)
C_ 000 0 b ab 0 0 0 0 B,
— 0 00 0 ab ab 0 0O 0O O G
Go,0 =] 0000 1 0 1 0 0 O ¢
Go,1 000 0 1 0 0 1 0 O H(Ao||Bo)
G1,0 000 0O 1 O 0O O 1 o0 H(Ao||B1)
Gy, 000 0 0 1 0 0 0 1 H(As]|Bo)
H(Aa||B) 0 00 0 O 0 3 3 ab ab H(A1||B1)
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A Different Interpretation of Correctness/Security

A, 3 a 0 0 0 0 0 0 0 © Ao
By 0 0 b b 0 0 0 0 0 0 /;1
G 0 0 0 0 @B b 0 0 0 0 :
[ ab &
% 0 0 0 0 a ab 0 0 0 0 G
Go,0 =]l 0o o0 o0 0 1 0o 1 0o o0 o0 a
Go 060 0 0 1 0 0 1 0 0 H(Ao|lBo)
G0 00 0 0 1 0 0 0 1 0 H(Ao|By1)
G 1 000 0 0 0 1 0 0 0 1 H(AL | Bo)
H(A4[1Bp) 0 0 0 0 0 0 3b 3 ab ab H(A1||B1)

" leSpan( U ):linear reconstruction

[} = =
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A Different Interpretation of Correctness/Security

A 3 a 0 0 0O 0 0 0 o0 0 Ao
By 0 b b 0 0 0O O 0 0 Ay
G 0 0 0 0 @b a 0 0 0 0 i
C— ab 2
= 0 0 0 0 a ab 0 0 0 0 G
Go,0 = 00 0 0 1 0 1 0 0 0 G
Go1 00 0 0 1 0 0 1 0 0 H(Aol|Bo)
Gio 00 0 0 1 0 0 0 1 0 H(Aol|B1)
Gy 1 0o 0 0 0 0 1 0 0 0 1 H(A:[|Bo)
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" leSpan( U ):linear reconstruction
¢ Span( U ): linear privacy
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A Different Interpretation of Correctness/Security

A 3 a 0 0 0O 0 0 0 o0 0 Ao
By 0 b b 0 0 0O O 0 0 Ay
G 0 0 0 0 @b a 0 0 0 0 i
C— ab 2
= 0 0 0 0 a ab 0 0 0 0 G
Go,0 = 00 0 0 1 0 1 0 0 0 G
Go1 00 0 0 1 0 0 1 0 0 H(Aol|Bo)
Gio 00 0 0 1 0 0 0 1 0 H(Aol|B1)
Gy 1 0o 0 0 0 0 1 0 0 0 1 H(A:[|Bo)
H(A4|Bp) 0 0 0 0 0O 0 3 ab ab ab H(A;||B1)

" leSpan( U ):linear reconstruction
¢ Span( U ): linear privacy

Theorem J

Linear reconstruction & linear privacy = simulation-based security
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Warm up

Half-gate technique [ZRE15]:

input
va = a + Pa
~—~
color bit, permutation bit,
known by evaluator known by garbler
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Warm up

input
. =~
Half-gate technique [ZRE15]: va ="a + PA
~~ ~~
color bit, permutation bit,
known by evaluator known by garbler
1 va 0 0 o
0 1 Vg 0 0 0 o
0 0 1+ ab+ paps 1 1 0 0
) PB 1 0 1 0
1 0 PA 0 1 0o 1
0 0 0 1+va 0 7 0
0 o 0 0 1+vg 0 ve
o = - = =
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Warm up

input
Half-gate technique [ZRE15]: va ="a + PA
~— ~—~
color bit, permutation bit,
known by evaluator known by garbler
T 1 va 0 0 0
0 1 Vg 0 0 0 o
=4
z 0 0 1+ab+ paps 1 1 0 0 _
) PB 1 0 1 0 =
1 0 PA 0 1 0o 1
0 0 0 1+va 0 7 0
0 o0 0 0 1+vg 0 ve
=] = E E DA™
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Warm up

input
. =~
Half-gate technique [ZRE15]: va ="a + PA
~~ ~~
color bit, permutation bit,
known by evaluator known by garbler
T 1 va 0 0 0
0 0o 1 vg 0 0 0 0
=4
2] 0 0 1+ ab+ paps 1 1 0 0 _
) PB 1 0 1 0 =
1 0 PA 0 1 0o 1
0 0 0 1+va 0 7 0
0 o0 0 0 1+vg 0 ve
0 ?
?7=0
[m] = = =
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Warm up

input
. =~
Half-gate technique [ZRE15]: va ="a + PA
~~ ~~
color bit, permutation bit,
known by evaluator known by garbler
T 1 va 0 0 0
0 0o 1 vg 0 0 0 0
o
2] 0 0 1+ ab+ paps 1 1 0 0 _
va 0 o PB 1 0 10 =
1 0 PA 0 1 0o 1
1 0 0 0 1+va 0 va 0
0 o0 0 0 1+vg 0 ve
0 ? 1 0
? = vapB
o = - = =
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Warm up

input
. =~
Half-gate technique [ZRE15]: va ="a + PA
~~ ~~
color bit, permutation bit,
known by evaluator known by garbler
T 10 va 0 0 0
0 0o 1 vg 0 0 0 0
o
2] 0 0 1+ ab+ paps 1 1 0 0 _
va 0 o PB 1 0 10 =
Vg 1 0 PA 0 1 0o 1
1 0 0 0 1+va 0 va 0
1 0 0 0 0 14+ vp 0 VB
vg 0 ? 1 1 0 0
? = vapB + VBpa
o <& = = =
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Warm up

input
Half-gate technique [ZRE15]: va ="a + PA
~— ~—~
color bit, permutation bit,
known by evaluator known by garbler
ve \ T 1 0 va 0 0 o
0 0 1 7] 0 0 0 0
o
z 0 0 1+ ab-+ paps 1 1 0 0 _
va 0 o PB 1 0 10 =
Ve 1 0 Pa 0 1 0o 1
1 0 0 0 1+va 0 7 0
1 ) 0 0 1+vg 0 vg
0 0 ? 1 1 0 0

? = vapg + vepa + vavs
= (a+ pa)pe + (b + ps)pa + (a+ pa)(b + ps)
=(a+pa)b+(b+ps)pa
= ab + paps

QED
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Our Scheme

Observation: [ZRE15] obtains ab + papg in a clever way:
© reveal one time pads (additive secret shares) of inputs (va = a+ pa)
@ reconstruct ab + papg linearly in pa, ps

Very similar to Beaver's technique to compute MULT gates [Bea91].

This can be extended:
one product = any polynomial of degree d in n variables
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Example

f(a,b,c,d) = ab+ ac + ad + bc + bd + cd

coooco

cooo

oooo

oooo

cooco

oocoo

oocoo

cooco

oo~

oo -Oo

o =00

—ooo

coocorooo &
Hooo-HooolQ
coo~ooco Yo
—~oo-ooo|{o
corooo Qoo
Ho~ooo|foo
orocooo Sooo

—Hoool|fooo

o oooo

1+ f(a, b, c,d) + f(pa, PB, Pc; PD)
pg + Pc + Pp
pPc + Pp
PD

(=NeNeNeNeNeNeNeNe)

oOo0oo0ocoOoOHOOOO

OO0 O0O--HOOOO

OO -H-r-HOOoOoOo

New Garbling
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Generalized half-gates

Theorem

Our scheme garbles any quadratic polynomial in n variables using n )\—bits.J

Earlier example,

f(a,b,c,d) = ab+ ac + ad + bc + bd + cd
can be garbled using 4 A-bit strings.

Comparison 1

Trivial circuit C; for f:

ab+ ac + ad + bc + bd + cd

6 AND gates = 12 \-bit strings required by [ZRE15] on G
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Generalized half-gates

Theorem

Our scheme garbles any quadratic polynomial in n variables using n )\—bits.J

Earlier example,

f(a,b,c,d) = ab+ ac + ad + bc + bd + cd
can be garbled using 4 A-bit strings.

Comparison 2
Best circuit G, for f:

(a+b+c)a+d)+ bc+a

2 AND gates = 4 A-bit strings required by [ZRE15] on G,

Malkin, Pastro, shelat (Columbia, Virginia) New Garbling June 10, 2015 16 / 18



Generalized half-gates

For quadratic polynomial f over n = 2m variables:

Our Sch )
f ur >cheme n- X bits

best circuit [m o

C—— ~ mANDs—— > n- \ bits
[ZRE15]
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Generalized half-gates

Theorem

We garble any polynomial of degree d in n variables using Zfz_ll @ )\—bits.J

I

In general? (f = degree d polynomial over n variables)
f Our Scheme d—1

>y () - A bits
some circuit

C———> x ANDs —————= 2x - X bits
[ZRE15]

Random constant-degree d polynomial over n variables =
= better communication complexity than [ZRE15], but
comparisons depend on C... generally hard to determine AND complexity
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Summary, Sneek Peak, and

New framework: simple span properties = sim-based security

New boolean garbling scheme (proof in the above framework)
> not gate-by-gate, garbles polynomials rather than circuits
» can circumvent comm. complexity lowerbound for linear garbling
» calls to RO in each unit performed parallel (1 vs d)

New arithmetic garbling scheme (for small finite fields)

Similar technique to improve Beaver-based MPC
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Summary, Sneek Peak, and

@ New framework: simple span properties = sim-based security
o New boolean garbling scheme (proof in the above framework)

> not gate-by-gate, garbles polynomials rather than circuits
» can circumvent comm. complexity lowerbound for linear garbling
» calls to RO in each unit performed parallel (1 vs d)

@ New arithmetic garbling scheme (for small finite fields)
o Similar technique to improve Beaver-based MPC

‘ . THANKS!
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