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CIRC conjecture: for “natural” schemes, semantic security is preserved in the presence of an encrypted key cycle.

Application: Bootstrapping for unlevelled FHE [Gentry 09]
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Semantic security 2

CIRC conjecture: for “natural” schemes, semantic security is preserved in the presence of an encrypted key cycle.

strong CIRC conjecture: for “natural” schemes & “natural” XXX security,

XXX security is preserved in the presence of an encrypted key cycle XXX=CCA, leakage resilient,...
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*subexponential hardness of the underlying assumptions is required
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Our Result

iO from*:
* LWE
 strong CIRC conjecture

W.r.t: XXX security = Shielded Randomness Leakage (SRL) security

PKE: Gentry, Sahai, Waters (GSW) FHE
PKE: Packed-Regev encryption

Thm 1: LWE = GSW is SRL secure

Thm 2: LWE + SRL security of GSW is preserved in the presence of a (GSW,P-Regev) key cycle = iO

*subexponential hardness of the underlying assumptions is required
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SRL Security
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SRL Security

FHE(my; 1), ..., FHE(my; 13,)

Homomorphic evaluation of f

Leakage =
“shielded” r¢ FHE(f (my, ...,mn)@ Randomness homomorphism
for predictable f
sk Ty mi Ty f =Ty

f(m1; "'!mn) f(mlr "'!mn)



Leakage =
“shielded” r¢
for predictable f

SRL Security
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Adversary

Win: b’ = b
and valid
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SRL Security
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Circular SRL Security

) pk
(Mo, M) Challenger
—
FHE(m,,|sk 7), PKE(sk) b < {0,1}
P
FHE(0; 1)

r* <5 fresh

y & .
Q UL If f(mp|sk) = a, leak = rr+r”

leak Otherwise, leak = 1 and Adversary FAILS

A

v

A

SRL secure: Win < % + negl

bl

v

20



Circular SRL Security
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Thm 2: LWE & (GSW,P-Regev) are circular SRL secure = iO }
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Application of (plain) SRL security

FHE(DB;7), FHE(0;r*)

\
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Homomorphic evaluation of f *
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Application of (plain) SRL security

FHE(DB;7),{FHE(0; 1)}
*

\rfz Prove f,(DB) = 1
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Recap: [BDGM20a] Split FHE

SplitFHE (i) = FHE(m), LHE (sk)

LHE (f (M) + noise;) LHE(s;)

LHE (f () + yé + 55 7)

T

f(m) +%+ S
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Recap: [BDGM20a] Split FHE
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Recap: [BDGM20a] Split FHE

L~ -
SplitFHE (m) = FHE(m), LHE (sk), FHE (sk) LHE (u;)
~~_~
FHE (f (i) FHE(LSB(uy))
LHE (f (m) + noise;) LHE(LSB(u;) + noise';)
. A
correlated

heuristically secure
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Our Result

I:> Replace RO by CRS (and rely on XiO with pre-processing)

I:> Refresh FHE eval to break correlations

L= Reveal random coins and use SRL security
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Our Result

{LHE (u;)}
L~ N
SplitFHE (m) = FHE(m), LHE (sk), FHE (sk) FHE(LSB(u;))
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~__ "
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Our Result

{LHE (uy)}, {$:3
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Our Result

{m(ui)}: {ri*}

L N
SplitFHE (M) = FHE(m), LHE (sk), FHE (sk) FHE(LSB(u;); 17,)
R~
FHE(f (i) FHE*(LSB(w); 15, — 1)
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Depends on $;

Circuit privacy of FHE: (ri*, T, — ri*) R (Ti* + 77, _ri*)
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Our Result

{LHE (u)}, {r] + 13.}
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Our Result

@)
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SRL

L~ N
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Conclusion
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 strong CIRC conjecture w.r.t. SRL security and (GSW,P-Regev)

Related works:

~—

Packed
[GP20]: = GSW R
egev
[GP20]: = gsw DamlJur
<
Build upon \\\\ ced
[BDGM20a] [BDGM20b]: = GSW FElELEE
Dual Regev
[WW20]: Oblivious LWE sampling
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Conclusion

iO from:
e LWE with subexp. modulus-to-noise ratio
 strong CIRC conjecture w.r.t. SRL security and (GSW,P-Regev)

SRL circular security is qualitatively stronger than “plain” circular security
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Conclusion

iO from:
e LWE with subexp. modulus-to-noise ratio
* strong CIRC conjecture w.r.t. SRL security and (GSW,P-Regev)

SRL circular security is qualitatively stronger than “plain” circular security

* Provably secure w/o key cycle backed by a general
* Natural security notion :> design principle
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Extra Slides



Packed-Regev LHE



Ency,(u € {0,1}):

Packed-Regev LHE

sTA+ el

T |<g binary

ct =

sk =

=
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Encpk(l.ll,‘uz, .. € {0,1})

Proof:
1) pk — uniform via LWE
2) Entropy of r masks u

Packed-Regev LHE

sTA+ el

T |<g binary

ct =

sk =

=
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Encpc (i = i1, i, . € {0,1)):

Proof:
1) pk — uniform via LWE

2) Entropyofr masksu = |r| > |u|

Packed-Regev LHE

sTA+eT

T |<g binary

ct =

sk =

large randomness

=
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Packed-Regev LHE

T |<g binary

ct =

sk =
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Packed-Regev LHE

ct = pkl
.. €{0,1}): | r|<pg binary

i\ Gaussian elimination = r




Packed-Regev LHE

Encpi (pq, 1y, ... € {0,1}): | 1 |« binary

I:> Re-use r 1\ Gaussian elimination - 7

ct =

sk =

Extra noises
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SRL Security Proof
for GSW



SRL security of GSW

Real

Ency,(m) =) m
sk

Encpk(f(ﬁi)) ?I? f(m)

Lossy

pklossy

Encpklossy (m) ~s Encpklossy (0)

cty = Encpp,,, (f(M); 7y)

vm; @ td

rst.cty = Encpy,, (mg; 1)
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SRL security of GSW

Real Lossy
A A
k = ~ k =
p TA+ o7 LWE PKiossy T
Ency,(m) =pk-R+m Encpklossy(m) = pkiossy -R+m
<oy UNiform
th = pk T + f(??’l) th = pklossy " Tr + f(m)
Vt

td == smallrs.t. PKipssy T =1t
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SRL security of GSW

Real Lossy
A A
k == = =
p TA+ o7 LWE PKiossy T
Ency,(m) =pk-R+m Encpklossy(m) = pkipssy *R+m
~oyL UNiform
Cty = pk - Tr + f(??’l) Cty = pklossy " Tf + f(m)
Vt

td == small ¥ s.t. PKipssy T =1t

Lattice trapdoor [Ajt96,...]



adversary

SRL Security Proof

5 kel

mo, ml

(pk,sk) « Gen

Ency(mp; )
Enc; (0;7)

Q (f> @) e = Eval(f,r,mp)
rFt+r

bl
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adversary

SRL Security Proof

pklossy

— —

my, my

Encpr,., (my; 7)
Encpklossy (0’ T*)

O
rFt+r

bl

Switch to lossy

(szossy ) td) « Gen

7 = Eval(f,7,mp)
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adversary

SRL Security Proof

pklossy Simulate 77 with td

mOJml
. (szossy ) td) « Gen
Encpklossy (my; 1)

Encpklossy (0;7r™) Cty = pkipssy - 1¢ + f(mp)
Oy s e
'F]:' + 71" tf

td == small 77 s.t. pkiossy - 15 = ty

bl
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adversary

SRL Security Proof

PRigssy Statistically hide 71,

My, m
. v . (pklossy ) td) « Gen
Encpklossy (O’ T)

Encpklossy (0;7r™) Cty = pkipssy - 1¢ + f(mp)
Oy s e
'F]:' + 71" tf

td == small 77 s.t. pkiossy - 15 = ty

bl
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