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Learning Parity with Noise 
[BFKL 93, IPS 09]

pn = 𝗉𝗈𝗅𝗒(k)δ ∈ (0,1)ℓ−δℓ { ⃗a i, ⟨ ⃗a i, ⃗s⟩ + ei mod p}i∈[n]

{ ⃗a i, ui}i∈[n]

≈c

⃗a i, ⃗s ← ℤℓ
p

Pr.  ℓ−δ
ei := {

ei ← ℤp

ei = 0 Pr.  1 − ℓ−δ

⃗u ← ℤn×1
p

n = 𝗉𝗈𝗅𝗒(ℓ)

δ ∈ (0,1)
Search  Decision  
[MP13, BFKL 93, Reg 05] 
Within sub-exp factors.

≡

Best Known Attack:   [EKM 17]O(2ℓ1−δ)

We use  arbitrarily small constant.δ > 0
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Security: Let  
and 

⃗x ← {0,1}n

⃗r ← {0,1}m

{G( ⃗x )} ≈c { ⃗r}

Extensively studied [Gol 00, CM 01, MST 03, IKOS 08, ABR 12, BQ 12, App 12, 
KMOW 17, CDM+18….]. 
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Constant-Depth Function 
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Computable by: 
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Security: Let  
and 

⃗x ← {0,1}n

⃗r ← {0,1}m

{G( ⃗x )} ≈c { ⃗r}

- Locality is constant. 
- Can be written as constant degree multivariate polynomial over . ℝ

Two Facts:

We need stretch of  for arbitrarily small constant . n1+τ τ > 0
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 is the order of bilinear group.p

Structured 
Seed

Public Seed Secret Seed
P ∈ ℤk

p S ∈ ℤk
p

Output:
⃗y ∈ {0,1}m yi = ∑

j,k

fj,k(P) ⋅ Sj ⋅ Sk mod p

Any constant degree
m ≫ |P | + |S |
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What’s sPRG?
Structured 
Seed

Public Seed Secret Seed
P ∈ ℤk

p S ∈ ℤk
p

Output:
⃗y ∈ {0,1}m yi = ∑

j,k

fj,k(P) ⋅ Sj ⋅ Sk mod p

Any constant degree
m ≫ |P | + |S |

Is a public-seed (leakage) necessary?  
Does degree-2 in secret seed suffice?
Previous degree-2 PRGs (without public seed)  
attacked [LT 17, AJS 18a, Agr 18, LM 18a] 
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Is Public Seed Necessary?
Degree-2 PRGs [LT 17, AJS 18, Agr 18, LM 18]:  
Implaussible due to [BBKK 18, LV 18, BHJKS 19]

Major Culprit: Sum-of-Squares Hierarchy [Lassere, Parillo] 

Takeaway: Avoid Degree-2 computation over .ℝ

Thank you, Sum-of-Squares!
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sPRG Overview 
Desired Input: Desired Output:

⃗σ ← {0,1}n G( ⃗σ ) ∈ {0,1}m

PRG in 𝖭𝖢0

Problem: This is not a degree-2 computation.
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⃗σ ← {0,1}n G( ⃗σ ) ∈ {0,1}m

PRG in 𝖭𝖢0

Public Seed :P
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LPN Error

Sampling Details:
⃗a i, ⃗s ← ℤℓ

p

Pr[ei ≠ 0] = ℓ−δ
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sPRG Overview 
Desired Input: Desired Output:

⃗σ ← {0,1}n G( ⃗σ ) ∈ {0,1}m

PRG in 𝖭𝖢0

Public Seed :P
{ ⃗a i, ⟨ ⃗a i, ⃗s⟩ + ei + σi mod p}i∈[n]𝖯𝗋𝖾𝖯𝗋𝗈𝖼( ⃗s, ⃗e )

Private Seed :S

Known to Attacker Missing Piece:  
• How does  look like? 
• How to Evaluate it?

S



sPRG Construction 
Details



How to Construct sPRG?

Index I Public Seed P Private Seed S
 { ⃗a i}i∈[n]  ? {bi = ⟨ ⃗a i, ⃗s⟩ + ei + σi mod p}i∈[n]

sPRG Desiderata:

Goal: Find  such that,S

⃗y = G(σ)

 |P | + |S | ≪ m

Sampling Details
{ ⃗a i}i∈[n], ⃗s ← ℤℓ

p
ei ← 𝖡𝖾𝗋(ℓ−δ) ⋅ ℤp

σ ← {0,1}n

 is a degree-  PRG  
with stretch 
G d

m = n1+τ

Computation:

Size:

yi = ∑
j,k

fi,j,k(P) ⋅ Sj ⋅ Sk mod p
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Key Intuition: Sparsity Helps

Index I Public Seed P Private Seed S
 { ⃗a i}i∈[n]  ( ⃗s |1)⊗⌈ d

2 ⌉ {bi = ⟨ ⃗a i, ⃗s⟩ + ei + σi mod p}i∈[n]

sPRG Components:

Computation: 
⃗y ′� = G(b1 − ⟨ ⃗a 1, ⃗s⟩, …, bn − ⟨ ⃗a n, ⃗s⟩) mod p

 = G(σ1 + e1, …, σn + en) mod p

Stretch Calculation
Set  such that ℓ ℓ⌈ d

2 ⌉ = n

⟹ |S | = n log2 p

Pr[y′�i = yi] ≥ (1 −
1
ℓδ )

𝖫𝗈𝖼𝖺𝗅𝗂𝗍𝗒

≥ 1 − O(ℓ−δ)



Key Intuition: Sparsity Helps

Index I Public Seed P Private Seed S
 { ⃗a i}i∈[n]  ( ⃗s |1)⊗⌈ d

2 ⌉ {bi = ⟨ ⃗a i, ⃗s⟩ + ei + σi mod p}i∈[n]

sPRG Components:

Takeaway: Any given output is already correct with prob. 1 − ℓ−δ
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Key Intuition: Sparsity Helps

Index I Public Seed P Private Seed S
 { ⃗a i}i∈[n]  ( ⃗s |1)⊗⌈ d

2 ⌉ {bi = ⟨ ⃗a i, ⃗s⟩ + ei + σi mod p}i∈[n]

sPRG Components:

# Error Locations : 𝖡𝖠𝖣 = {i | yi ≠ y′�i}

Expectation:  𝔼[ |𝖡𝖠𝖣 | ] ≤ O(
m
ℓδ

)

Via Markov Inequality,

Probability: Pr[ |𝖡𝖠𝖣 | ≥ λ
m
ℓδ

] ≤ O(
1
λ

)

Goal: Fix  errors, while ensuring security and expansion.T =
mλ
ℓδ
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Correct T Errors  
(Failed First Attempt)

Index I Public Seed P Private Seed S
 { ⃗a i}i∈[n]  ( ⃗s |1)⊗⌈ d

2 ⌉ {bi = ⟨ ⃗a i, ⃗s⟩ + ei + σi mod p}i∈[n]

sPRG Components:

Define: 𝖢𝗈𝗋𝗋 = G( ⃗σ ) − G(σ1 + e1, …, σn + en)

Problem: No Stretch. Private Seed too big.

 𝖢𝗈𝗋𝗋

⃗y ′�i = Gi( ⃗σ + ⃗e ) + 𝖢𝗈𝗋𝗋i

Use  is sparse.𝖢𝗈𝗋𝗋
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sPRG Components:

Define: 𝖢𝗈𝗋𝗋 = G( ⃗σ ) − G(σ1 + e1, …, σn + en)

Problem:  No Security.  
BAD reveals locations of errors in LPN Samples.
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Problem: Can’t Reveal BAD

Index I Public Seed P Private Seed S
 { ⃗a i}i∈[n]  ( ⃗s |1)⊗⌈ d

2 ⌉ {bi = ⟨ ⃗a i, ⃗s⟩ + ei + σi mod p}i∈[n]

sPRG Components:

Define: 𝖢𝗈𝗋𝗋 = G( ⃗σ ) − G(σ1 + e1, …, σn + en)

Main Idea: Encode  as a sparse matrix and use matrix 
factorization.

𝖢𝗈𝗋𝗋

 {𝖢𝗈𝗋𝗋i}i∈𝖡𝖠𝖣𝖡𝖠𝖣?
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1. Obvious Bijection 
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2. Form Matrix 
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M = U ⋅ V

U, V⊤ ∈ ℤ m×1
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 { ⃗a i}i∈[n]

 ( ⃗s |1)⊗⌈ d
2 ⌉

 {bi = ⟨ ⃗a i, ⃗s⟩ + ei + σi mod p}i∈[n]
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Computation:
 U, Vϕ

⃗y ′�i = Gi( ⃗σ + ⃗e ) + [U ⋅ V ]ϕ(i)

=Mϕ(i)

= Gi( ⃗σ + ⃗e ) + 𝖢𝗈𝗋𝗋i

Stretch:
|P | + |S | ≤ O(n log2 p + m log2 p)

≪ m

Security:
BAD is not leaked

Takeaway:
Works for  errors. 
What about  errors?

m0.49

T =
mλ
ℓδ

 { ⃗a i}i∈[n]
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Matrices are Low Rank.
 is -sparse and  is random.𝖢𝗈𝗋𝗋 T ⃗ϕ = (ϕbkt, ϕrand)

With probability 1 − e−λ, ( )𝖽𝖾𝗇𝗌𝗂𝗍𝗒(Mi) ≤ λ, ⟹ 𝗋𝖺𝗇𝗄(Mi) ≤ λ

3. Factor Matrix 

 
Mi = Ui ⋅ Vi

Ui, V⊤
i ∈ ℤ ℓδ×λ

p
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sPRG: Simple Proof 
{ ⃗a i, ⟨ ⃗a i, ⃗s⟩ + ei + σi mod p}i∈[n] G( ⃗σ )

{ ⃗a i, ui + σi mod p}i∈[n] G( ⃗σ )

{ ⃗a i, ui mod p}i∈[n] G( ⃗σ )

{ ⃗a i, ui mod p}i∈[n] r ← {0,1}m

 By LPN≈c

 Identical Distribution≈id

 PRG Security≈c

Q.E.D.
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Construct Weakly secure sPRG.
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Efficiency Question? [GJK 19, BIJMSZ 20] 

Other approaches yielding  from well-founded  
assumptions? 
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