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lemma I. t · (Ai − xiI) = 0 ⇒ t · (Af − f(x)I) = 0

lemma II. ∀Ai,∀x,∀f,∃ Hf,x

[A1 − x1I | · · · | An − xnI] ·Hf,x = Af − f(x)I

[GSW13, BGG+14, GVW15, BCTW16, MP12]

claim. lemma II ⇒ lemma I

proof. multiply both sides by t
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lemma I. t · Ai = xit ⇒ t · Af︸︷︷︸
f(A1,...,An)

= f(x)t

lemma II. ∀Ai,∀x,∀f,∃ Hf,x

[A1 − x1I | · · · | An − xnI] ·Hf,x = Af − f(x)I
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lemma I. t · Ai = xit ⇒ t · Af︸︷︷︸
f(A1,...,An)

= f(x)t

lemma II∗. ∀Ai,∀x, ∀f,∃ small Hf,x

[A1 − x1G | · · · | An − xnG] ·Hf,x = Af − f(x)G

Ai , I 7→ Ai , G
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lemma I∗. t · Ai ≈ xit ·G ⇒ t · Af︸︷︷︸
f(A1,...,An)

≈ f(x)t ·G

lemma II∗. ∀Ai,∀x, ∀f,∃ small Hf,x

[A1 − x1G | · · · | An − xnG] ·Hf,x = Af − f(x)G

corollary. small Hf,x ⇒ robust to noise

(s[A1 − x1G | · · · | An − xnG] + e) ·Hf,x ≈ s(Af − f(x)G)
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[A1 − x1G | · · · | An − xnG] ·Hf,x = Af − f(x)G

proof. handle + and ×



.

.

.

.

.

.

.

.

eigenvectors, revisited∗

lemma I∗. t · Ai ≈ xit ·G ⇒ t · Af︸︷︷︸
f(A1,...,An)

≈ f(x)t ·G

lemma II∗. ∀Ai,∀x, ∀f,∃ small Hf,x

[A1 − x1G | · · · | An − xnG] ·Hf,x = Af − f(x)G

proof. handle + and ×

[A1 − x1G | A2 − x2G]

 I

I


︸ ︷︷ ︸
small

= (A1 + A2)− (x1 + x2)G
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lemma I∗. t · Ai ≈ xit ·G ⇒ t · Af︸︷︷︸
f(A1,...,An)

≈ f(x)t ·G

lemma II∗. ∀Ai,∀x, ∀f,∃ small Hf,x

[A1 − x1G | · · · | An − xnG] ·Hf,x = Af − f(x)G

proof. handle + and ×

[A1 − x1G | A2 − x2G]

 A2

x1I


︸ ︷︷ ︸
small?

=A1A2 − x1x2G
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lemma I∗. t · Ai ≈ xit ·G ⇒ t · Af︸︷︷︸
f(A1,...,An)

≈ f(x)t ·G

lemma II∗. ∀Ai,∀x, ∀f,∃ small Hf,x

[A1 − x1G | · · · | An − xnG] ·Hf,x = Af − f(x)G

proof. handle + and ×

[A1 − x1G | A2 − x2G]

 G−1(A2)

x1I


︸ ︷︷ ︸

small

=A1G−1(A2)− x1x2G
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lemma I∗. t · Ai ≈ xit ·G ⇒ t · Af︸︷︷︸
f(A1,...,An)

≈ f(x)t ·G

lemma II∗. ∀Ai,∀x, ∀f,∃ small Hf,x

[A1 − x1G | · · · | An − xnG] ·Hf,x = Af − f(x)G

proof. handle + and ×

[A1 − x1G | A2 − x2G]

 G−1(A2)

x1I


︸ ︷︷ ︸

small

= A1G−1(A2)︸ ︷︷ ︸
A×

−x1x2G
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lemma I∗. t · Ai ≈ xit ·G ⇒ t · Af︸︷︷︸
f(A1,...,An)

≈ f(x)t ·G

lemma II∗. ∀Ai,∀x, ∀f,∃ small Hf,x

[A1 − x1G | · · · | An − xnG] ·Hf,x = Af − f(x)G

applications.

Af Hf,x

fully homomorphic enc [GSW]

eval output correctness

attribute-based enc [BGGHNSVV]

keygen decryption

fully homomorphic sig [GVW]

verification homomorphic sign
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lemma I∗. t · Ai ≈ xit ·G ⇒ t · Af︸︷︷︸
f(A1,...,An)

≈ f(x)t ·G

lemma II∗. ∀Ai,∀x, ∀f,∃ small Hf,x

[A1 − x1G | · · · | An − xnG] ·Hf,x = Af − f(x)G

applications. Af Hf,x

fully homomorphic enc [GSW] eval output correctness

attribute-based enc [BGGHNSVV] keygen decryption

fully homomorphic sig [GVW] verification homomorphic sign



.

.

.

.

.

.

.

.

conclusion
today. lattices ⇒ encrypted computation

[A1 − x1G | · · · | An − xnG] ·Hf,x = Af − f(x)G

// thank you & enjoy!
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[A1 + x1G | · · · | An + xnG] ·Hf,x = Af + f(x)G

// thank you & enjoy!



.

.

.

.

.

.

.

.

conclusion
today. lattices ⇒ encrypted computation

[A1 − x1G | · · · | An − xnG] ·Hf,x = Af − f(x)G

today. lattices ⇒ FHE for circuits with dec ≈ 〈sk, ct〉

“ XXX for ⇒ XXX for circuits ” [GVW12,GKPVZ13,GVW15]

starting point for obfuscation – tomorrow

// thank you & enjoy!
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today. lattices ⇒ FHE for circuits with dec ≈ 〈sk, ct〉

“ XXX for ≈ lin ⇒ XXX for circuits ” [GVW12,GKPVZ13,GVW15]

starting point for obfuscation – tomorrow

// thank you & enjoy!
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today. lattices ⇒ FHE for circuits with dec ≈ 〈sk, ct〉
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today. lattices ⇒ encrypted computation

[A1 − x1G | · · · | An − xnG] ·Hf,x = Af − f(x)G

tue. obfuscation

wed. another way to encode computation into lattices

[GGH15, KW16, CC17, GKW17, WZ17, GKW18, CVW18, ...]

thu. MPC, LWE, FHE

fri. quantum crypto

// thank you & enjoy!
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